
Para resolver o desafio Clavis :

Baixe a imagem :

wget http://www.seginfo.com.br/wordpress/wp-content/uploads/2012/01/DesafioEsteg.jpg

Faça um strings, e na última parte do arquivo você encontrará as seguintes linhas :

01010110010101110101101000110011010110100110110101100110010001000111000101011000010011100011010001001001010010000101011000110000011001000111100101000010001100110110000101101110011
01000001100000110001101010111010001100111000101100100011110010100001000110000010010010100011101101100011100010110010101000111010110100111001001100010011011100101000101100111011000
01010101110101100101100111010100110100100001000110011011010101100101010111001101010011010001001001010001100110100001110001011000100100100001110000001100110101101001101110010100000
10001000111000000110010010110010110011101100001010101110101100101100111010101000110111001001110011100100110010001001000011001000111100101011010011100110100111101101110011101110011
01100100111000110000010011000110100101000010010010010110010001001000010011100111010001100001011100110100111101101110010110100110100101000010011110100110010001001000011010000011010
00101101001101001010000100100110001100100010010000110010001111001010110100111001101001111011011100111011100110110010011100011000001001001010001110110110001110001010010010100010101
01101000110110011000010101011100110101001101010110010001001000011000110110011101100001011011100100100101100111010101110101011101110000001101000110010101010111011011110110011101100
00101010111011011110110011101010100011011100100111001101000010110100110111001101010010001000110111100110011010100010110011101100001011011100100100101100111011000100101100001101100
00110101011001000101010001101111011101100100110000110010010010100110100101011001011010010011010101101110011000110101100001010010011100110100110001101101011010000111100001011010011
01101010001100111010101100101010000110011010101101111011001000100100001001001011101010101101000110011011000110111011001100001001100110101001000110011011000110110110101011010011011
11010110100110111001010001011101000110000101010111011011110111010001001110011110100110011101110100011000100101100001010010001100110101101001101110011001110111010001011010011011100
11100000111000001100010011011100110110000110000011001000111100100110001011100010110001101101001001100010011010101100001011011100110100000110101011000010110100100110001011100000110
00010110100100110001011101010110001100110010010001100110110101100101010001110101101000110000010011000101011101011010011011110101101001101101011011000111000101100011011011010011010
10110110101001100010101110110100001111000010110100110110101000110011101010110010101000011001100010011010001100001011011010111100000110110011001000011001001011010011110100110000101
00011101011001011101000110000101010111010110010111010001100010011011100100111001110010011001000100100001100100011110010101101001101101011010000110110101100100010000010110111100111
101

Use o decode binary to ascII :

http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp

Coloque o código lá, a saida será esta :

VWZ3ZmfDqXN4IHV0dyB3anh0cWFqdyB0IGlqeGZrbnQgaWYgSHFmYW54IFhqbHp3ZnPDp2YgaWYgTnNrdHdyZsOnw6N0LiBIdHNtasOnZiBzdHh4ZiBLdHdyZsOnw6N0IGlqIEZ6aW55dHcganIgWWp4eWogaWogTnNhZnjDo3Qga
nIgbXl5dTovL2JiYi5ncXRsLmhxZmFueC5odHIuZ3cva3R3cmZoZnQtaWotNzgtbXR3ZngtZnppbnl0dy1qci15anh5ai1pai1uc2FmeGZ0LWZoZmlqcm5mLWhxZmFueC14amx6d2ZzaGYtaWYtbnNrdHdyZmhmdAo=

Faça um echo no arquivo descriptografando o base64, ele vai gerar o seguinte :

Ufwfgésx utw wjxtqajw t ijxfknt if Hqfanx Xjlzwfsçf if Nsktwrfçãt. Htsmjçf stxxf Ktwrfçãt ij Fzinytw jr Yjxyj ij Nsafxãt jr myyu://bbb.gqtl.hqfanx.htr.gw/ktwrfhft-ij-78-mtwfx-fzinytw-jr-yjxyj-ij-nsafxft-fhfijrnf-hqfanx-xjlzwfshf-if-nsktwrfhft

Sabendo que myyu:// é o mesmo que http, procure um ROT decriptor, eu usei http://theblob.org/rot.cgi

Cole a sentença inteira lá e você terá o seguinte resultado :

Parabéns por resolver o desafio da Clavis Segurança da Informação. Conheça nossa Formação de Auditor em Teste de Invasão em http://www.blog.clavis.com.br/formacao-de-78-horas-auditor-em-teste-de-invasao-academia-clavis-seguranca-da-informacao

Pronto, resolvido !

http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp

